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ARE YOU ON THE RIGHT PATH TOWARDS GDPR
COMPLIANCY?

Doomsday or scarecrow? Articles on the General
Data Protection Regulation (GDPR) are published
on a daily basis. Consultancy firms, lawyers and
other experts frequently weigh in to explain the
details of GDPR. Many publications raise the
alarm, since no organization seems truly GDPR
compliant. Consequently, fines (up to a maximum
of 4% of annual worldwide turnover) and
reputational damage could be enormous. Others
perceive GDPR as just a paper tiger and state that
many ‘experts’ are scaremongering to their own
benefit.
We will not participate in the speculations – is
GDPR doomsday or a paper tiger? - or
hypothesize in what capacity the supervising
authorities will enforce GDPR. Instead, we believe
that the GDPR debate should be revolving around
key questions such as ‘how to manage GDPR
compliance in your own organization’ and ‘what
are best practices in implementing GDPR
compliance?’ To this end, we would like to share
our experiences in guiding financial institutions in
the Benelux towards GDPR compliance.

Introduction
GDPR compliance projects can be started
in many. In our experience, it is advisable to
begin the journey with holding strategic
discussions with the GDPR sponsors in the
organization. Its output will often be revealing,
including at least:
1.
2.
3.
4.

the understanding of the client
environment
the stakeholders
the scope (which business units or
departments are in scope?)
the compliance ambition level, also
formulated as the desired level of
compliance

Why is the latter of such paramount importance?
We understand that not all financial institutions
aim for an A+ compliance mark. If your risk
appetite is higher and your budget limited, aiming
for a B- (approaching minimal viable compliance)
could be a preferable outcome. Knowing your
compliance ambition level at the very start of the
project helps you defining priorities at a later
stage.

To Be Design
Once we have a good overview of the
deciding factors as described in the
previous paragraph, we start with
describing the To Be situation. The design on
the To Be situation is dependent on the
compliance ambition level of the organization. The
legal department is a key stakeholder in the To Be
design. Legal is pivotal in understanding the
consequences of GDPR for the organization as well
as aligning existing internal regulations or
certifications. An important output of the To Be
Design is a description of GDPR items. Think of at
least the following items:
1.
2.
3.
4.
5.

data protection principles;
lawful basis for processing;
consent;
rights of the data subjects;
obligations for controllers.

Once described, the GDPR items need clarification
and ‘meaning’ to the organization. Let us have the
item of ‘rights of the data subjects’ as an example.
One of its components is the ‘right to data
portability’, which means that individuals are
entitled to transfer their data to another data
controller. Consequently, the ‘right to data
portability’ can be described as a sub item, linked
to the main item. After the identification and
description of each GDPR (sub) item, a large
number of GDPR requirements will be drafted,
which will be used in the next stage of the As Is
design.

As Is Design
After completing the To Be situation, the
As Is situation will be described. The As Is
design will show which GDPR requirements have
been already met and to what extent. Risk,
Operations and Compliance departments can take
a leading role in the ‘scoring’ of the GDPR
requirements. If we return to our example of the
‘right to data portability’, the following questions
could be asked among others to define the score:
1.
2.

Can we provide individuals with a copy of
their personal data?
Which kind of data can we provide to
individuals (specify data clusters; specify
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3.
4.
5.

6.
7.

data provided by the individual or data
accessed via other sources)?
Is the format of providing data machine
readable?
What are the existing timelines for
providing data?
Which department and/or internal role is
currently responsible for providing the
data?
What are the dependencies for providing
the data?
Has the data portability process been
described
and
distributed
to
stakeholders?

These kind of questions help to bring objectivity to
the scoring process and provide clarity in the GDPR
compliance readiness of the organization.
In order to answer these kind of questions in an
orderly fashion, it is essential to establish a
complete overview of all personal data stored
throughout the organization. Hence, it is necessary
to record:
1.
2.

3.
4.
5.

6.

what kind of personal data (data clusters)
has been stored;
in which files and systems these data has
been stored (electronically and paperprinted);
the source(s) of the data;
the purpose of the data (from a client
perspective);
who has access to the data (intraorganization, inter-organization, external,
outside EU, etc.);
the current precautions in protecting the
personal data.

Setting up a data inventory is a fruitful exercise,
since the organization will be forced to consider
the existing handling of personal data. The
creation of several data inventories helped us
understand that oftentimes certain types of data is
stored in many different unaccounted places.
Simultaneously, the gathering and keeping of these
types of data rarely serves any client purpose.
Furthermore, we commonly see that access to
certain types of data has not been managed
properly. As a consequence, many employees can
access data, including sensitive data, while they are
not authorized to do so. These actions conclude
the To Be Design, after which the Gap Analysis will
be conducted.

Gap Analysis
The Gap Analysis bridges the prior As Is
and To Be Design. Let us continue with the
example of ‘data portability’. We assume that the
As Is Design showed that the organization cannot
provide a machine readable copy within the
required
timeframe.
Consequently,
the
organization has 2 choices:
1.
2.

solving the issue
accept the non-compliance status

In case of the latter, the reasoning behind choosing
this option has to be described. In case of the
former, a prioritization will be assigned to solving
the issue.
Accepting the non-compliance status of a GDPR
item depends on three factors:
1.
2.
3.

the probability that a GDPR item will
occur
the practical implication of an occurring
GDPR item
the compliance ambition level (desired
level of compliance)

The non-compliance status of a GDPR item could
be accepted by a financial institution, when the
item has a low probability of occurring and when
the item has limited practical implications. In our
example: the possibility that a data subject will
exercise his right of data portability is small, when
a company has a limited amount of personal data
of the data subject and when the data subject is a
representative of a company (B2B client). The
practical implications are limited because the data
portability request, when the company has a
limited amount of personal data, can be fulfilled in
time on an ad hoc basis. For an explanation on the
compliance ambition level, see the Introduction of
this article.
Once all issues have been identified and
prioritized, it is recommended to continue with
the high priority issues. For each issue, solutions
to these issues will be drafted. Each solution
contains tasks. Tasks for the medium and low
priority issues will be outlined at a later stage. The
tasks include an approximate effort, approximate
costs, action owners, dependencies, deadlines and
whatever information the organization needs to
complete the tasks. Once all items and sub items
have been classified, prioritized and tasked
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We show an element of a high level sample Gap
Analysis below.
RISK IMPACT SCORE - EXAMPLE
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GDPR QUADRANT OF PRIORITIES - EXAMPLE

Risk Impact Score

accordingly, the documented outcome is the basis
for the Project Plan, which will be used in the next
step: the implementation phase.
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The outcomes of the two previous analyses are
combined and plotted in the GDPR quadrant. It
would generally be recommended to start with the
items in the top-left corner: these are the quick
wins.

The proof in the pudding
The Risk Impact Score is a result from the
conducted analysis. The higher the score, the
higher the non-compliance of the organization
HOURS NEEDED TO BE GDPR COMPLIANT - EXAMPLE
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Another outcome of the analysis is the total hours
needed for an organization or department in order
to be fully compliant.

The implementation phase may be most
difficult of all. Why? In this phase, many more
departments (IT, Finance, HR, Marketing, Sales
etc.) will play an important role. Sometimes, these
departments may be either biased against
compliance projects, too busy for the assigned
GDPR compliance tasks or understaffed altogether.
The dependency on a number of departments
could make the implementation phase highly
challenging. Furthermore, implementing GDPR
compliance will frequently trigger a major change
in these departments. These changes can be of
technical, organizational and/or strategic nature.
For example, think of the major consequences
embedding ‘Privacy by Design’ in the DNA of each
department.
In our next article, we will describe how we
handled the implementation phase for one of our
large financial clients in the Benelux. For now, we
want to thank you for your attention. We strongly
advise you to take a close look around: how has
GDPR compliance been managed so far in your
organization?
Copyright © 2015 Sia Partners . Any use of this material
without specific permission of Sia Partners is strictly
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